
  

  

Document Classification: Public Document Status: Final                       Version: 2.0 092025 1 
This is a controlled document.  Once printed it is the responsibility of the person holding the paper document to ensure the 

most up to date version is used. 

  

 
 

CYBER SECURITY POLICY 

  

Author  

  

Helen Western Head of Operations  

Contributors  

  

Richard Webber - consultant  

Review frequency  

  

3 yearly  

Latest review date  

  

N/A  

Approved by and date  

  

Tim Edwards Director 9th August 2023  

Next review  

  

August 2026  

  

  

Version Control     

Version  Date  Description  Updated by  Approved by  

1.0  07/08/2023  New policy      

2.0 09/09/2025 PDF, version 

controlled for 

website 

Darren Marajh NA 

  

  

  

  



  

  

Document Classification: Public Document Status: Final                       Version: 2.0 092025 2 
This is a controlled document.  Once printed it is the responsibility of the person holding the paper document to ensure the 

most up to date version is used. 

3CHA Cyber Security Policy 1. Introduction  

This Cyber Security Policy outlines the security measures and guidelines 

for protecting the information, assets, and systems of 3CHA.  The 

purpose of this policy is to establish a robust and secure environment to 

safeguard against cyber threats and ensure the confidentiality, integrity, 

and availability of our data and resources. All employees, contractors, 

and third-party vendors are expected to adhere to this policy.  

2. Information Security Responsibilities  

2.1. Management: Senior management will oversee and be responsible 

for the implementation and maintenance of the cyber security program.  

2.2. Employees: All employees must adhere to security guidelines and 

report any suspicious activities to their line manager and chief executive. 

3. Access Control  

3.1. User Accounts: User access will be granted based on the principle of 

least privilege, ensuring individuals have access only to the resources 

necessary for their roles.  

3.2. Passwords: Strong passwords must be used for all accounts, and 

employees are encouraged to utilize multi-factor authentication (MFA) 

wherever possible.  

3.3. Account Review: Regular review and audit of user accounts will be 

conducted to remove or update access as required.  

4. Data Protection  

4.1. Data Classification: Data will be classified based on sensitivity (e.g., 

confidential, internal use only, public) to determine appropriate access 

controls.  

4.2. Data Handling: All employees are required to handle and process 

data in accordance with the company's data handling policies.  

4.3. Data Backup: Regular data backups will be performed to ensure 

data availability and recovery in case of data loss or cyber incidents.  
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5. Network Security  

5.1. Firewalls: Firewalls will be implemented and maintained to control 

incoming and outgoing network traffic.  

5.2. Network Monitoring: Network activities will be monitored for 

detecting and responding to potential security incidents.  

5.3. Wireless Networks: Secure configurations and encryption will be 

employed for wireless networks.  

6. Device Security  

6.1. Endpoint Protection: All company-owned devices must have up-

todate antivirus and endpoint protection software installed.  

6.2. Mobile Devices: Mobile devices used for work purposes must be 

secured with passcodes, biometrics, or other forms of authentication.  

7. Security Awareness Training  

7.1. All employees will undergo regular security awareness training to 

recognize and respond to potential cyber threats effectively.  

8. Incident Response  

8.1. Incident Reporting: All employees are required to report any 

suspected security incidents immediately to the IT department.  

8.2. Incident Response Team: An incident response team will be 

established to handle and mitigate cyber incidents.  

8.3. Incident Recovery: In the event of a security breach, a detailed 

recovery plan will be executed to restore services and investigate the 

cause.  

9. Third-Party Security  

9.1. Vendors and Contractors: Third-party vendors and contractors must 

adhere to our cyber security policy and contractual obligations.  

10. Compliance  

10.1. Regulatory Compliance: The SME will comply with all relevant 

cyber security laws, regulations, and standards applicable to its 

operations.  
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11. Policy Review  

11.1. This policy will be reviewed periodically and updated as necessary 

to adapt to new threats, technologies, or business requirements.  

By adhering to this Cyber Security Policy, 3CHA aims to protect its 

assets, maintain customer trust, and mitigate potential risks associated 

with cyber threats. Failure to comply with this policy may result in 

disciplinary actions, up to and including termination of employment or 

contract.  
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